Encryption Analyzer Instructions

1. Download the free version of the program (ea-free.msi file) from
http: //www.lostpassword.com/encryption-analyzer.htm.
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Find all the password-protected or encrypted

Features files on a PC or over the network.

Versions and Licenses
Download Free Version Huke 15 R +1 | 201
Data Sheet (POF)

$295

Scans files fast - over 4,000 files per minute on an average PC
Supports over 200 different file types ﬁ

Buy Now Key Features

File Types Supported -

System Reguirements e
o Lisis recovery options and launches appropriate pssword recovery modules W
if necessary
SECURE SITE o Provides detailed information: file formats, protecton methods

o

1 McAfee | User-friendly Explorer-like interface
|M o Avzilabl SDK for NET Related Products
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o Passware Kit Enterprise

CUSTOMER SUPPORT

Questions? Need assistance
before or after purchasing?
Contact our Customer Support
serdce!

SIGN UP FOR WEBINAR

Want to see how the
software works? Sign up for
a free webinar.

TESTIMONIALS

| am often called to accessa PC
of an employee who has departed
his/her company and did not

Benefits

o For Home Users

You get a free check of how secure your files are. With EA you can also
verify that you still have passwords for your important files. if you need to
unprotect your file, you do not have to search for an appropriate product -
EA does it for you and runs the required password recovery module. Enjoy
the easy-to-use explorer-like interface with all the necessary options at
hand.

For IT Professionals

You can easily check if password protection is used properly in your
company and manage protected files directly from EA. EA sobves a common View Screenshot

problem - employees leaving a company without giving a complete list of

their passwords. Full systen scan usually takes undar an hour. Work with EA

in the most convenient way: you can scan your systems over the network and work in batch mode with a command
line interface. You also get full reports on protected files and detailed log files.

For Computer Forensics

With EA you get all password recovery and decryption options that are available for the files of the cases you are
imvestigating. Thanks to intzgration with Passware Kit you can perform password recovery immediately: EA launches

o

o

2. Install the program by clicking on ea-free.msi file and following the instructions:

Click Run
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Do you want to run this file?

Publisher: Passware, Inc.

Type: Windows Installer Package

]

From: C:\Users\ds2057\Downloads\ea-free.msi
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| = While files from the Intemet can be useful, this file type can
\0 potentially hamm your computer. Only run software from publishers
. you trust. What's the risk?




- Click Next

Welcome to the Passware
Encryption Analyzer 4.3 Setup

Wizard
The Setup Wizard allows you to change the way Passware
Encryption Analyzer 4 3 features ae installed on

your
computer or to remove &t from yourcomputer. Click Nexd to
continue or Cancel to ext the Setup Wizard.

m

- Accept the License Agreement terms and click Next

End-User License Agreement

Please readthe following icense agreement carefully ]é‘Q‘]
SOFTWARE LICENSE AGREEMENT FOR PASSWARE SOFTWARE -

(d
This Software License Agreement ("SLA") is a legal
agreement between you (either an individual or a
|single entity) and Passware for the Passware
software product identified above, which includes
|computer software and may include associated media,
[printed macterials, and "online® or electronic
documentation ("SOFIWARE PRODUCT"). By installing,
copying, or otherwise using the SOFIWARE PRODUCT,
you agree to be bound by the terms of this SLA. If =)
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- Accept the default destination folder or change its location if necessary

Destination Folder Q
Cick Next o install to the defau folder or cick Browse to choose another. u

Setup will install Passware Encryption Analyzer 4.3 in the following folder. To installin a
different folder, click Browse and select another folder. Click Nexd to continue.

Destination Folder
|C:\Program Fies (x86)\Passware\Encryption Analyzer &\ 1 Browse...

Space required: 20MB
Space avaiable: 673GB

[V Create Desktop shortcut

el Goes




- Click Install
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Ready to install Passware Encryption Analyzer 4.3 Q

Click Install lo begin the installation. Click Back to review or change any of your installation
settings. Click Cancel to ext the wizard.

‘You about to install “Passware Encryption Analyzer 4.3".
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- Click Finish
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Completing the Passware
Encryption Analyzer 4.3 Setup
Wizard

Passware Encryption Analyzer 4. 3has been installed on your
computer.

Click Finish to close this wizard

7] Run Passware Encryption Analyzer 4.3
7] Subscribe to free Password Recovery newsletter

(creates an emai message: send i to be informed about
new releases and offerings)

Vist http.//vwvw. LostPassword.com J

Prepare hard/flash drive or folder for scanning.

NOTES:

- It seems that this program is not able to scan network drives, therefore it is recommended to
transfer the files to a local or external drive prior to scanning.

- The program is not able to analyze the files within ZIP or RAR archives. Extract the files from
these archives prior to scanning.



o

Syl
Start the program. By default, the wizard will create a shortcut icon ***** on your desktop. You
can start the program by either double-clicking on this icon or from the Start menu.
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Type of Scan

“) Full: Scan all files.

@ Recommended: Skip system folders.

(7 Fast: Skip system folders and database fies, which are siow to analyze.

Select Drives and Folders
' D&, [Windows (G| z
i Oy System (D:)
& gl OVD RW Drive (E:)
# [ g Removable Dise (F:)
& [0 g Transcend (G:) k
[ L. Encryption_analyser_test
) fseventsd
w0 Data
O 4 .Trashes
w0 L Spotlight-v100 =

Please select area to scan, or drag and drop files to this window to start the scan.

Select the following options:

- Type of Scan: Recommended: Skip system folders

- Where to Scan: Selected Drives and Folders

- Select Drives and Folders: [Drive name] if you want to scan the whole drive (or navigate to the
specific folder by clicking “+” next to the drive/folder names).
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Typeof Scan

) Ful: Scan sl fes.

@ Recommended: Skip system folders,

) Fast: Skip system folders and database fies, which e siow to analyze.

Selact Drives and Folders
@ O&, Windows (C:) -
@ Oy System (D)
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#) [ o Removable Disk (F:)
) [0 o Transcend (G:)
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Please select area to scan, or drag and drop files to this window to start the scan.




6. Click Search and if asked, agree to start a new scan
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Type of Scan
©) Full: Scan al fles.

@ Recommended: Skip system folders,
() Fast: Skip system folders and database fiss, which are slow to analyze.

Select Drives and Folders
@ &, Windows (C)
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@ 1k} OVD RW Drive [E)
) [ o Removable Disk (F:)
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Please select area to scan, or drag and drop files to this window to start the scan.

7. After scan is complete, Encryption Analyzer displays a list of all password-protected and
encrypted files found in the selected folder/drive along with information on their locations and
types of protection/encryption.

Faldar Recovery Options Ha Type Document Type Protection Flags
al_aqswwm_ GEncypton sndoe Jes\ _htord Urorolecton | Wecrosoh Acoess Dutioose | M5 Acooss 2000 Open Possmord. VBAProest
Pmueﬂnd_dnﬂmdm G\Encryption_analyser test'.  Brutedores - Fast, t-ulmbsum Mcrosolt Word 57 - 2003 Document | M5 Word 37-2003 Open Password, RC4 40464 Encrypti.

G\Encryption_snalyser fest',  hstart Unprotection, Fle patchingrequied | Microsoft Excel $7-2003 Workshoot | MS Excel 37:2003 | Protection Password
kh-mmm G\Encryption_analyser test\  hstant Unprotection, Fle patchingrequied | Microsolt Evcel 57:2003 Worksheet M5 Bxcel 57-2003  Protection Password
| 2007 doc: GA\Encryption_analyser_test, hstant Unprotection Microsoft Word 97 - 2003 Document | MS Word 972080 Protection Password
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8. Analyze the results to locate the files that need to be deleted or to have their passwords removed.

NOTE: Files that require a password to open will have some version of "Open Password" note in
"Protection Flags" field. The other types of Protection Flags can be ignored.
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Fia Nama Foldar Recovery Options Ha Type Documant Typa

BHiFPO8 pesswordprotected mdb | G.\Encryption_anslyser fest\. hstord Urprotection Microsch Access Database | M5 Access 2000}
Password protected_document doc | G/\Encryption_anaiyser_leet\.  Brutedorce - Fast, nstart Ordine Dscrypt | Microsolt Word 57 - 2003 Document | MS Word 57-2013 O
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